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@ owasp

Intros & Getting Started

ASVS and using it for Code Review

Your turn for Secure Code Review!

Present your findings to one another ©

Conclusion /| Q&A

Eden Yardeni [:(\Igj | 2
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@ owasp

What we’ll be doing

- Choose a ticket and inspect its commit or changeset

- File a report for each security finding, then review another ticket or ask for a second opinion

« Patch and run the application to test your fix!

Eden Yardeni [vs J |
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Getting started

git clone https://github.com/cronchie/asvs—defcon-workshop.git
cd asvs—-defcon—-workshop

docker compose ——profile turnstile ——profile herd ——profile apex up
—d

Open:

- archive viewer, ASVS, and field report: <http://localhost:8082/>

- Turnstile storefront: <http://localhost:5173/>

- Turnstile API docs: <http://localhost:8000/docs>

- HERD servlet: sh herd/console/run-desktop.sh

- Apex console: docker compose --profile apex --profile mosaic up -d

Eden Yardeni [V s J 4
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@ owasp

The Application Security Verification Standard

One of OWASP's flagship projects
Developed in the open by contributors like you and me <3
Designed to be:

Actionable

Forkable

Flexible

Eden Yardeni [A S J
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@ owasp

The Application Security Verification Standard

A curated set of positive requirements that govern properties of web application and API code
Can be used as:

a checklist for secure coding, including writing the code and code reviews

a reference for penetration testing

secure architecture guidance

the basis for unit / integration tests

topics for developer training

a baseline for procurement decisions

Eden Yardeni [A s J 8
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@Bean
JwtDecoder jwtDecoder() {
NimbusJwtDecoder decoder = NimbusJwtDecoder.withJwkSetUri("https://login.example.com/.well-
known/jwks.json").build();

JwtTimestampValidator time = new JwtTimestampValidator();
time.setClockSkew(java.time.Duration.ofSeconds(60));

OAuth2TokenValidator<Jwt> issuer = jwt —> {
String iss = jwt.getIssuer() != null ? jwt.getIssuer().toString()
boolean ok = iss.equals("https://login.example.com/");
return ok
? OAuth2TokenValidatorResult.success()
: OAuth2TokenValidatorResult.failure(new OAuth2Error("invalid_token", "Untrusted issuer", null));

};

OAuth2TokenValidator<Jwt> alg = jwt —> {
String algorithm = jwt.getHeaders().getAlgorithm() != null ? jwt.getHeaders().getAlgorithm().getName()
boolean ok = algorithm.equals('"RS256");
return ok
? OAuth2TokenValidatorResult.success()
: OAuth2TokenValidatorResult.failure(new OAuth2Error("invalid_token", "Unexpected signing algorithm",
null));
b

decoder.setJwtValidator(new DelegatingOAuth2TokenValidator<>(time, issuer, alg));

return decoder; A s




V10.3: OAuth Resource Server

#

10.3.1

10.3.2

10.3.3

Description

Verify that the resource server only accepts access tokens that are intended
for use with that service (audience). The audience may be included in a
structured access token (such as the ‘aud’claim in JWT), or it can be checked
using the token introspection endpoint.

Verify that the resource server enforces authorization decisions based on
claims from the access token that define delegated authorization. If claims
such as ‘sub’, ‘scope’, and ‘authorization_details’are present, they must be
part of the decision.

Verify that if an access control decision requires identifying a unique user

from an access token (JWT or related token introspection response), the
resource server identifies the user from claims that cannot be reassigned to
other users. Typically, it means using a combination of ‘iss’and ‘sub’claims.

vvvvvvvvvvvvvvv
nnnnnnnnnnnnnnnn



@Bean
JwtDecoder jwtDecoder() {

OAuth2TokenValidator<Jwt> audience = jwt —> {
List<String> aud = jwt.getAudience();
boolean ok = aud != null && aud.contains("api://inventory");
return ok
? OAuth2TokenValidatorResult.success()

: OAuth2TokenValidatorResult.failure(new OAuth2Error("invalid_token", "Missing required

audience", null));

};

decoder.setJwtValidator(new DelegatingOAuth2TokenValidator<>(time, issuer, alg));
return decoder;




type Limiter struct {
attempts map[string]*store.Entry
ttl time.Duration
now func() time.Time

by

func (U *xLimiter) RecordFailure(_ context.Context, key string, limit
int,
) error {
:= store.Ensure(l.attempts, key, L.ttl, l.now())
if e.Count >= limit {
return ratelimit.ErrLimitExceeded

}
e.Count++
return nil




type Limiter struct {

by

mu sync.Mutex

attempts map[string]*store.Entry
ttl time.Duration

now func() time.Time

func (1 *Limiter) RecordFailure(

_ context.Context, key string, limit int,

) error {

1.mu.Lock()
defer l.mu.Unlock()

e := store.Ensure(l.attempts, key, 1.ttl, l.now())
if e.Count >= limit { // check and act
return ratelimit.ErrLimitExceeded

}
e.Count++ // both under the lock
return nil




The ticketing incident

issue list

#29 Copy the affected production orders into staging

Repo:
State:
Labels:
Assignee:
Reporter:
Opened:
Milestone:

Commits

allied/turnstile

open

incident, ops, priority-critical
nadia

priya

2026-05-06 07:40

incident

® 29-prod-snapshot.diff Wed, 6 May 2026 07:55:00 -0600, Nadia Brennan

priya commented 2026-05-06 07:40

We opened the park on Monday. By Tuesday morning, guests saw all thirty dates
marked sold out, while total revenue remained below a normal Saturday. Support
has received calls throughout each day.

One account has hundreds of unpaid orders across every date. A second account
has completed bookings and used tickets, while each order records a charge of
zero. Copy these records into staging before anyone changes the production

data.

nadia commented 2026-05-06 07:55

Copied the affected accounts, orders, park dates, and ticket records into the
staging seed.

Eden Yardeni
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@ owasp

Repository contents

A DAY AT THE PARK

Turnstile, 2026 Picture your day at Chalk Hollow
FastAPI, React, Git, and issue files

OUR STORY

From field station to family favorite

Scientists came here to study the animals in 1993. Today,
families follow many of the same ridge paths and meet the
keepers who care for them.

Eden Yardeni
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Repository contents

[ O ) HERD Console - Meridian Island (Site B)

HERD ]999 HERD MERIDIAN ISLAND - SITE B admin [admin] Fri 17:07:44
I

Java cloning and genomics
reqistry, Bugzilla, and CVS

LOT-114 Velociraptor 62 RAPTOR-COMPLETE
LOT-118 Velociraptor 71 RAPTOR-VARIANT-B
LOT-203 Tyrannosaurus 34 REX-PARTIAL
LOT-241 Dilophosaurus 58 DILO-COMPLETE
LOT-266 Triceratops TRIKE-COMPLETE

LOT-289 Galllmlmus GALLI-VARIANT-A

LOT-312 _ BARYONYX-PARTIAL

LOT LOT-289

SPECIES Gallimimus
RECOVERY 66

MARKER GALLI-VARIANT-A

Eden Yardeni
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@ owasp

Repository contents

[ NON ) %/ NCSA X Mosaic 2.7b6 [Chalk Hollow apex control]

File Options Mavigate Annotate Mews Help

1< rloj8# & 5a "
Apex, ]993 URL: I:http:fr’apex/
C enClosure COHtrOlS’ Chalk Hollow Apex Enclosure Control |
GNATS, and CVS.

operator: warden (help)

== Chalk Hollow apex control ==

Eden Yardeni

PEN apex

PEN holding
PEN paddock
PEN nursery

FENCE=UP
FENCE=UP
FENCE=UF
FENCE=UP

GATE=LOCEED
GATE=LOCEED
GATE=LOCEED
GATE=LOCEED

QOCC=0CCUPIED
OCC=CLEAR
QCC=0CCUPIED
OCC=CLEAR

INTERLOCE=0CCUPIED
INTERLOCE=CLEAR
INTERLOCE=0CCUPIED
INTERLOCE=CLEAR

MAINT=0 OCCUPANT=Clementine ESCORT=no

MAINT=0 OCCUPANT=- ESCORT=no
MAINT=0 OCCUPANT=Winslow ESCORT=no
MAINT=0 OCCUPANT=- ESCORT=no

Animals

ANIMAL Clementine
ANIMAL Winslow

ANIMAL Sable
ANIMAT, Rex

apex sealed

holding sealed
paddock sealed
nursery sealed

apex
paddock

Ro pens open. open oke from Containment to move an animal,

add: I E a—ddl
|-J—|/

FEMOVE!  Clementine _.| remoue'

Occupancy calibration

apex | start calibratel

Secure Coding with OWASP ASVS « DEF CON 2026
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Live demonstration: review one change

engineering services

1. Open a ticket.

2. Open its linked commit or changeset.
EREEGIEINC diff an@ cuiefites s =

4. Select an ASVS requirement.

5. Open the field report.

Terminal: git show <commit>

Eden Yardeni
Secure Coding with OWASP ASVS « DEF CON 2026

allied/turnstile

@ owasp

The Turnstile team filed one issue for each commit from the initial setup through the May incident review. Open an issue for the request ar

(¥3)

# | State Labels Assignee Opened Title
#1 |closed |task, setup nadia 2026-02-03 08:35 | Set up the API and web workspaces
#2 |closed | task, setup nadia 2026-02-04 09:10 | Run the database, API, and web app together
#3 |closed |task, tooling nadia 2026-02-05 13:20 | Require type checks in both workspaces
#4 |closed |feature, auth nadia 2026-02-06 09:30 | Store guest accounts and registration details
#5 |closed |feature, auth nadia 2026-02-09 14:10 | Let returning guests sign in
#6 |closed | feature, auth nadia 2026-02-10 16:05 | Return an authentication token after login
#7 |closed |tech-debt, api marcus | 2026-02-12 17:40 | Remove the duplicate signup model
#8 |closed | feature, catalog nadia 2026-02-16 10:15 | Publish ticket types and park dates
#9 |closed | feature, web dana 2026-02-18 09:25 | Show park dates and ticket prices in the storefront
#10 | closed | feature, checkout marcus | 2026-02-20 11:40 | Create orders from a guest's cart
#11 |closed | bug, checkout, priority-high |marcus |2026-02-24 09:12 | Reserve tickets while a guest completes payment
#12 | closed | bug, catalog marcus | 2026-02-26 10:05 | Calculate availability from active orders
#13 | closed | performance, checkout marcus |2026-03-01 14:25 | Reduce the time required to create an order
#14 | closed | feature, checkout, web dana 2026-03-02 10:20 | Include cart prices in order requests
#15 | closed | feature, sales marcus | 2026-03-05 11:30 | Allow one order for a large group
#16 | closed | feature, admin nadia 2026-03-09 09:50 | Give the office a guest list and order ledger
#17 | closed | performance, admin marcus | 2026-03-11 14:05 | Remove the user lookup from admin authorization
#18 | closed | bug, ops, blocker sam 2026-03-30 15:50 | Let the CDN-hosted storefront call the API
#19 | closed | growth, auth marcus | 2026-04-01 09:20 | Reduce signup failures at the password field
#20 | closed | ops, auth sam 2026-04-06 08:15 | Unblock the login load test
#21 | closed | feature, web, checkout dana 2026-04-07 10:30 | Complete the booking flow in the web app
#22 | closed | feature, web dana 2026-04-11 09:15 | Build the public storefront homepage
#23 | closed | feature, web, design dana 2026-04-15 09:40 | Add the Apex Island park map
#24 | closed | feature, web, content dana 2026-04-17 14:20 | Publish visitor policies and cookie controls
#25 | closed | task, web, ops dana 2026-04-21 09:05 | Prepare browser telemetry hooks
#26 | closed | docs, test, launch nadia 2026-04-23 09:30 | Document launch information and test the main booking path
#27 | closed | bug. web. prioritv-high marcus | 2026-04-27 08:50 | Stop checkout when a date has sold out
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@ owasp

What to include in a field report

O T i C ket O n d C h O n g e d C O d e ALLIED BIOTICS Engineering Directorate / Independent Review

. REPORT STATUS Sl
o U n S G fe b e h G VI O r Search by citation or words from the requirement FINDING SUMMARY
1 of 11 required fields complete Un itled finding
1. Record the review Sanitization Ready
[ ] A S V S I ' ' t V1.3: Sanitization V1.4: Memory, String, and Unmanaged Code
re u I re e n 2. Check ASVS V2: Validation and EVIDENCE

Business Logic V1.5: Safe Deserialization Not recorded

3. Recommend a repair
V3: Web Frontend Security

ASVS
v5.0.0-1.1.1/L2

O R e p O I r t h O t p re S e rve S t h e Sa=xpanithelconsequence V4: APl and Web Service Verify that input is decoded or unescaped into a canonical form only once, it is Not recorded

only decoded when encoded data in that form is expected, and that this is done

re u e Ste d fe O t u re 5. Request a decision V8: File Handling before processing the input further, for example it is not performed after input REPAIR
Not recorded

V6: Authentication validation or sanitization.

Your entries remain in this browser. V7: Session Management v5.0.0-1.1.2/L2 CHECKS

Export the report before clearing Verify that the application performs output encoding and escaping either as a

browser data. V8: Authorization final step before being used by the interpreter for which it is intended or by the
interpreter itself.

Not recorded

REQUEST
Not recorded

V9: Self-contained Tokens
V10: OAuth and OIDC

B - Copy briefing Print report

0 selected. Check one or more requirements. Selections remain checked while you browse.
Selected requirements *

No ASVS requirements selected

Open the full local ASVS reference

Eden Yardeni A S R
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Let’s get started!

http://localhost:8082/




As:] ) owaspP
~ Related OWASP Projects You Should Also Care About

Awareness documents Other guidance documents
OWASP Top 10 Cheat Sheet Series
Top 10 Proactive Controls SAMM
Requirements for other domains MADDINGS
MASVS PPINg
OpenCRE
ISVS
SPVS . :
e OWASP Project Wayfinder
: , https://owasp.org/projects
Testing guides ps// p-org/proj /
WSTG

MSTG



@) owasp

It's the LLMs’ world and we're all just living in it

Rigor is even more important for vibe coders!

Even your favorite bot du jour needs standards to follow
The faster we build, the more we need guardrails

Keep an eye out for projects aiming to integrate ASVS with
agents, MCP servers etc.

Eden Yardeni
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(1) OWASP

Contact and
references

Eden Yardeni

[ eden.yardeni@owasp.org
DX eden@cronchie.dev

@cronchie

OWASP ASVS

@OWASP_ASVS
https://github.com/OWASP/ASVS
e https://owasp.org/asvs

www https://asvs.dev
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